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Passive Diagnosis of Hidden-Mode Switched
Affine Models with Detection Guarantees via
Model Invalidation

Farshad Harirchi, Sze Zheng Yong, Necmiye Ozay

Abstract Smart systems, ranging from smart homes to infrastructure networks such
as traffic and power networks, are examples of cyber-physical systems that are of-
tentimes safety critical, yet prone to system failures. This chapter contributes to the
area of passive fault detection and isolation for such systems, modeled as hybrid
dynamical systems, from a model invalidation perspective. In particular, we present
a model-based approach for guaranteed detection and isolation of generic faults
in cyber-physical systems, where both the systems and the faults are represented
by hidden-mode switched affine models with time-varying parametric uncertainty
subject to process and measurement noise. We show that model invalidation based
fault detection and isolation can be reduced to the feasibility of a mixed-integer lin-
ear programming (MILP) problem, which can be solved efficiently by leveraging
state-of-the-art MILP solvers. In addition, for a given pair of models (system and/or
fault models), we introduce the notion of T -distinguishability and show that the
T -distinguishability test for any pair of models also reduces to a feasibility check
of an MILP problem. Using this property, we show that the satisfaction of the T -
distinguishability property with a finite T allows us to implement the model in-
validation algorithm using only data from a finite horizon with guarantees of fault
detection and isolation in a receding horizon manner. Finally, building on these re-
sults, a real-time fault detection and isolation scheme is presented, which runs mul-
tiple model invalidation problems simultaneously at run-time with guarantees for
the detection and isolation delays when identifying specific faults.
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1.1 Introduction

Sensor-rich networked cyber-physical systems, which integrate physical processes
and embedded computers, shape the basis of our future smart systems. Such sys-
tems, that include critical infrastructures such as traffic, power and water networks,
as well as autonomous vehicles, aircrafts, home appliances and manufacturing pro-
cesses, are becoming increasingly common and will affect many aspects of our
daily lives. As such, the reliability and security of these cyber-physical systems is
paramount for their successful implementation and operation. However, some major
incidents involving these critical infrastructure systems as a result of cyber-attacks
and system failures have taken place in recent years and are a big source of con-
cern. Scalable and reliable fault and attack diagnosis monitors play a crucial role
in enhancing the robustness of these systems to failures and adversarial attacks.
In addition, a thorough understanding of the vulnerability of system components
against such events can be incorporated in future design processes to better design
such systems. Hybrid systems provide a convenient means to model many cyber-
physical systems. In this chapter, we consider hidden-mode switched affine models
with parametric uncertainty subject to process and measurement noise and present
a fault/attack detection and isolation framework for such systems.

1.1.1 Literature Review

The study of fault detection began with the introduction of the first failure detection
filter by Beard in 1971 [1]. Since then, fault diagnosis has attracted a great deal of
attention and has become an integral part of most, if not all system designs. The
problem of fault diagnosis has been approached by researchers from a wide variety
of perspectives including, signal processing and control theory. The most popular
methods in the literature employ either data-driven techniques or model-based ap-
proaches. In this paper, we consider a model-based fault diagnosis approach.

Model-based fault detection and isolation schemes in the literature can be cate-
gorized into two classes, i.e., approaches that are based on residual generation and
on set-membership. The former approach is more common in the fault diagnosis
literature, and in this approach, the difference between the measurements and the
estimates is defined as a residual or a symptom [2]. Two major trends in the resid-
ual generation techniques are the observer-based [3–5] and the parameter estimation
based [6,7] methods. Even though the residual generation based approaches are effi-
cient and are thus widely used in the industry, their performance is highly dependent
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on the preciseness of the observers or the parameter estimates and also the employed
residual evaluation approach. In addition, these methods do not provide any guar-
antees for the detection of faults. Residual-based methods are also employed for
fault detection and isolation in non-linear and hybrid models [8–11]. In particular,
an observer-based method is proposed for fault diagnosis of hybrid systems in [12],
in which an extended Kalman filter is used to track the continuous behavior of the
system, and a mode estimator to estimate the discrete state.

On the other hand, set-membership based fault detection and isolation techniques
are proposed with the goal of providing guarantees for the detection of some specific
faults. Most of these methods operate by discarding models that are not compatible
with observed data, rather than identifying the most likely model. There is an exten-
sive literature on set-membership based methods for active fault diagnosis of linear
models [13–15]. These active fault diagnosis methods can only handle systems with
linear models, and even so, they are still computationally demanding. Recently, we
proposed set-membership based guaranteed passive fault diagnosis approaches for
the class of switched affine models with parametric uncertainty and subject to pro-
cess and measurement noise [16, 17] and for the class of polynomial state space
models [18]. These approaches are developed by leveraging ideas from model in-
validation [19–21] and taking advantage of recent advances in optimization.

In this chapter, we address three problems related to switched affine models:
(i) model invalidation; (ii) fault1 detection, and (iii) fault isolation. In the model
invalidation problem, one starts with a family of models (i.e., a priori or admissible
model set) and experimental input/output data collected from a system (i.e., a finite
execution trace) and tries to determine whether or not the experimental data can be
generated by one of the models in the initial model family. It was originally proposed
as a way to build trust in models obtained through a system identification step by
discarding/improving these models before using them in robust control design [19],
but we employ it as a tool for detection and isolation of faults.

In addition, we present some conditions under which model invalidation can be
efficiently applied in an online receding horizon manner for the purpose of fault
detection and isolation. In order to check these conditions, we introduce a prop-
erty for model pairs — T -distinguishability. When one model is the nominal system
model and the other is one of the fault models, this concept is also known as T -
detectability [16,17,22], while when both models are fault models, this corresponds
to I-isolability defined in [17]. If this property holds for a given set of models, it al-
lows us to detect and isolate faults in a receding horizon manner with time horizon
of size T or I without compromising detection or isolation guarantees. The concept
of T -distinguishability is closely related to the input-distinguishability of linear sys-
tems [23, 24] and mode discernibility in hybrid systems [25]. Even though some
of these conditions may appear rather strong, we show that they are necessary and

1 For convenience, we will use the term ‘fault’ to refer to any fault, attack or anomaly through-
out this chapter. Note that our proposed approach is primarily concerned with the detection and
isolation of changes in dynamical system behavior and is indifferent to the nature of the observed
changes, i.e., whether they are accidental faults or strategic attacks, either cyber or physical.
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sufficient for any guaranteed passive fault detection and isolation scheme that only
uses data from a finite horizon.

1.2 Preliminaries

In this section, the notation used throughout the chapter and the modeling frame-
work we consider are described.

1.2.1 Notation

Let x ∈ Rn and M ∈ Rn×m denote a vector and a matrix, respectively. The infinity
norm of a vector x is denoted by ‖x‖ .

= maxi |xi|, where xi denotes the ith element
of vector x. The set of positive integers up to n is denoted by Z+

n , and the set of
non-negative integers up to n is denoted by Z0

n. Moreover, we denote with x0:N =[
x0 x1 . . . xN

]
the concatenation of vectors x j for all j ∈ Z0

N . We also make use of
integral constraints known as Special Ordered Set of degree 1 (SOS-1) constraints
in our optimization solution, defined as follows:

Definition 1 (SOS-1 Constraints [26]). A special ordered set of degree 1 (SOS-
1) constraint is a set of integer and/or real scalar variables for which at most one
variable in the set may take a value other than zero, denoted as SOS-1: {v1, . . . ,vN}.
For instance, if vi 6= 0, then this constraint imposes that v1 = . . . = vi−1 = vi+1 =
. . .= vN = 0.

1.2.2 Modeling Framework

We consider systems that can be represented by discrete-time switched affine (SWA)
models.

Definition 2. (SWA Model) A switched affine model is a tuple:

G = (X ,E ,U ,{Gi}m
i=1), (1.1)

where X ⊂Rn is the set of states, E ⊂Rny+np is the set of measurement and process
noise signals, U ⊂ Rnu is the set of inputs and {Gi}m

i=1 is a collection of m modes.
Each mode i ∈ Z+

m is an affine model Gi :

Gi = {Ai,Bi,Ci,Di, fi,gi}, (1.2)

with system matrices Ai,Bi,Ci and Di, and (affine) vectors fi and gi.
The evolution of G is governed by:
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xt+1 = Aσt xt +Bσt ut + fσt +ννν t ,

yt = Cσt xt +Dσt ut +gσt +ηηη t ,
(1.3)

where ννν ∈ Rnp and ηηη ∈ Rny denote the bounded process and measurement noise
signals, and the mode signal σt ∈ Z+

m indicates the active mode at time t.

Remark 1. We assume X ,E ,U are convex and compact sets. In particular, we con-
sider the following form for the admissible sets:

X = {x | Px≤ p}, E = {[ηηηᵀ
ννν
ᵀ]ᵀ | ‖ηηη‖ ≤ εη ,‖ννν‖ ≤ εν},

U = {u | ‖u‖ ≤U},
(1.4)

where P ∈ Rnp×n and p ∈ Rnp . Note that our analysis holds true for any X ,E ,U
that are convex sets, but for the sake of simplicity in notation, we use the above
mentioned admissible sets.

We define the fault model as follows:

Definition 3 (Fault Model). A fault model for a (nominal) switched affine model
G=(X ,E ,U ,{Gi}m

i=1) is another switched affine model Ḡ=(X̄ , Ē , Ū ,{Ḡi}m̄
i=1) with

the same number of states, inputs and outputs.

Further, to describe our framework of model invalidation and T -distinguishability
(will be defined in Definition 5) for fault detection and isolation in the next section,
we define system behavior as the following:

Definition 4 (Length-N behavior). The length-N behavior associated with an SWA
system G is the set of all length-N input-output trajectories compatible with G, given
by the following set:

BN
swa(G) :=

{
{ut ,yt}N−1

t=0 | ut ∈ U and ∃xt ∈ X ,σt ∈ Z+
m , [ηηη

ᵀ
t ννν

ᵀ
t ]

ᵀ ∈ E ,
for t ∈ Z0

N−1 s.t. (1.3) holds
}
.

Moreover, with a slight abuse of terminology, we call BN
swa(G) the behavior of the

system G for conciseness when N is clear from the context.

1.3 Model Invalidation

First, we present the model invalidation problem for switched affine models and
formulate a tractable feasibility problem to (in)validate models. This model invali-
dation framework is our main tool for fault detection and isolation in Section 1.5.

Given an input-output data sequence and a switched affine model, the model
invalidation problem is to determine whether or not the data is compatible with the
model. More formally, the model invalidation problem is as follows:
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Problem 1 (Model Invalidation). Given an SWA model G and an input-output se-
quence

{
ut ,yt

}N−1
t=0 , determine whether or not the input-output sequence is con-

tained in the behavior of G, i.e., whether or not the following is true:{
ut ,yt

}N−1
t=0 ∈ B

N
swa(G). (1.5)

With this definition, it is clear that if the model is invalidated by data, i.e., (1.5)
does not hold, and the model is reliable; one can conclude that the data represents
a fault in the system generating it. Hence, model invalidation can be used for fault
detection and isolation.

Using Definition 4, model invalidation problem can be recast as a feasibility
problem as follows:

Find xt ,ηηη t ,ννν t ,σt ,∀t ∈ Z0
N−1

s.t. σt ∈ Z+
m ,

xt+1 = Aσt xt +Bσt ut + fσt +ννν t ,

yt = Cσt xt +Dσt ut +gσt +ηηη t ,

Pxt ≤ p, ‖ννν t‖ ≤ εν , ‖ηηη t‖ ≤ εη .

(1.6)

This feasibility problem has a solution, if at every time the input-output sequence
satisfies the dynamics of at least one mode. However, the optimization problem (1.6)
is not stated in a form that can be readily solved due to system matrices’ dependence
on the mode signal σ , another variable. Next, we show that this dependence can be
eliminated and we pose the model invalidation problem as a Mixed-Integer Linear
Programming (MILP) problem:

Proposition 1. Given an SWA model G and an input-output sequence
{

ut ,yt
}N−1

t=0 ,
the model is invalidated if and only if the following problem is infeasible.

Find xt ,ηηη t ,ννν t ,ai,t ,si,t ,ri,t for ∀t ∈ Z0
N−1,∀i ∈ Z+

m

s.t. ∀ j ∈ Z+
n ,∀k ∈ Z+

ny , ∀t ∈ Z0
N−1, we have:

xt+1 = Aixt +Biut + fi +ννν t + si,t ,

yt = Cixt +Diut +gi +ηηη t + ri,t ,

Pxt ≤ p, ai,t ∈ {0,1}, ∑i∈Z+
m

ai,t = 1, ‖ννν t‖ ≤ εν ,

‖ηηη t‖ ≤ εη , (ai,t ,s j
i,t) : SOS-1, (ai,t ,rk

i,t) : SOS-1,

(PMI)

where si,t and ri,t are slack variables. We refer to this problem as Feas({ut ,yt}N−1
t=0 , G).

Proof. In order to prove the result, it suffices to show the equivalence of (1.6) and
(PMI), by illustrating that a feasible point of (1.6) is indeed a feasible point of (PMI),
and vice versa.
A feasible point of (1.6) is feasible in (PMI) (⇒):

Let (x∗0:N ,ηηη
∗
0:N−1,ννν

∗
0:N−1,σ

∗
0:N−1) be a feasible point of (1.6). As the admissible

set for states and process and measurement noise are identical in (1.6) and (PMI), we
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only focus on the rest of the constraints. Suppose that aσ∗t ,t = 1 for some t ∈ Z0
N−1,

then in order to satisfy ∑i∈Z+
m

ai,t = 1, we have: ai,t = 0 for all i 6= σ∗t . Then, be-
cause of the SOS-1 constraints, this means that the variables si,t ,ri,t are uncon-
strained/free for all i 6= σ∗t . Since this holds for any t ∈ Z0

N−1, the state and output
equation constraints in (PMI) are trivially satisfied for (x∗0:N ,ηηη

∗
0:N−1,ννν

∗
0:N−1,si,t ,ri,t)

for all i 6= σ∗t and for all t ∈ Z0
N−1. It remains to check if the state and output con-

straints in (PMI) are feasible for σ∗t for all t ∈ Z0
N−1. Clearly, from the feasibility of

(x∗0:N ,ηηη
∗
0:N−1,ννν

∗
0:N−1,σ

∗
0:N−1), the state and output equations in (PMI) are satisfied

with sσ∗t ,t = 0, rσ∗t ,t = 0, which is enforced by the SOS-1 constraints for σ∗t . This
proves the forward direction of the equivalence.
A feasible point of (PMI) is feasible in (1.6) (⇐):

Now, let (x∗0:N ,ηηη
∗
0:N−1,ννν

∗
0:N−1,a

∗
1:m,0:N−1,s

∗
1:m,0:N−1,r

∗
1:m,0:N−1) be a feasible point

of (PMI). As before, since the admissible sets for states and process and measure-
ment noise are identical, we place our attention on the rest of the constraints. As
a result of the feasibility of a∗1:m,0:N−1, there exists a sequence σ∗t , t ∈ Z0

N−1 such

that a∗
σ∗t ,t

= 1. For such a sequence, s∗ j
σ∗t ,t

= 0, ∀ j ∈ Z+
n , r∗k

σ∗t ,t
= 0, ∀k ∈ Z+

ny , which
results in the satisfaction of state and output constraints in (1.6) for the sequence
σ∗t , t ∈ Z0

N−1. Thus, we showed that there is a switching sequence corresponding to
the feasible solution of (PMI) that satisfies the state and output equations in (1.6) and
therefore, the feasibility of (1.6).

Since we have shown that the feasibility of each problem implies the feasibility
of the other, the proof is complete. ut

Intuitively, the infeasibility of (PMI) indicates that there are no state, input and
noise values that can generate input-output sequence from the model, and hence
it is impossible that the data is generated by the model. Proposition 1 enables us to
solve the model invalidation problem by checking the feasibility of (PMI), which is a
MILP with SOS-1 constraints that can be efficiently solved with many off-the-shelf
optimization softwares, e.g., [26, 27].

1.4 T -Distinguishability

Next, we introduce a property for a pair of models (system and/or fault mod-
els) called T -distinguishability2, which imposes that the trajectory generated from
the two models cannot be identical for a time horizon of length T for any initial
state and any noise signals. This notion is very similar to the concept of input-
distinguishability, which is defined for linear time-invariant models in [23, 24]. T -
distinguishability for a pair switched affine models is formally defined as follows:

Definition 5 (T -distinguishability). A pair of switched affine models G and Ḡ is
called T -distinguishable if BT

swa(G)∩BT
swa(Ḡ) = /0, where T is a positive integer.

2 When the pair of models consists of the nominal system model and the fault model, this is also
known as T -detectability [16, 17, 22], whereas when both models are fault models, this is also
referred to as I-isolability [17].
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Thus, given two SWA models and an integer T , the T -distinguishability prob-
lem is to check whether the two models are T -distinguishable or not. This problem
can be addressed using a Satisfiability Modulo Theory approach [16], or a MILP
feasibility check [17, 22].

Problem 2 (T -distinguishability Problem). Given a pair of SWA models and
an integer T , the T -distinguishability problem checks if the two models are T -
distinguishable or not. More precisely, whether or not the following problem is
feasible:

Find x, x̄,u,ηηη ,η̄ηη ,ννν ,ν̄νν

s. t. ∀t ∈ Z0
T−1 : ∃i ∈ Z+

m ,∃ j ∈ Z+
m̄ such that

xt+1 = Aixt +Biut + fi +ννν t ,

x̄t+1 = Ā jx̄t + B̄ jut + f̄ j + ν̄νν t ,

Pxt ≤ p, P̄x̄t ≤ p̄,
Cixt +Diut +gi +ηηη t = C̄ jx̄t + D̄ jut + ḡ j + η̄ηη t ,

‖ηηη t‖ ≤ εη , ‖η̄ηη t‖ ≤ εη̄ , ‖ννν t‖ ≤ εν , ‖ν̄νν t‖ ≤ εν̄ , ‖ut‖ ≤U.

(1.7)

If problem (1.7) is infeasible, the two models are T -distinguishable. Otherwise they
are not T -distinguishable.

As we show next, for a given T , T -distinguishability can be verified by solving
a MILP feasibility problem. Note that in the following T -distinguishability test, we
have added a decision variable δ that will be used later to quantify the level of
distinguishability, which can be computed with little additional computational cost.

Theorem 1. A pair of switched affine models G and Ḡ is T -distinguishable, if and
only if the following problem is infeasible.

δ̄ = min
x,x̄,u,ηηη ,η̄ηη ,ννν ,ν̄νν ,s,s̄,r,a,δ

δ

s. t. ∀t ∈ Z0
T−1,∀i ∈ Z+

m , ∀ j ∈ Z+
m̄ ,∀k ∈ Z+

n ,∀l ∈ Z+
ny ,

∀h ∈ Z+
np , h̄ ∈ Z+

n p̄ ,

xt+1 = Aixt +Biut + fi +ννν t + si,t ,

x̄t+1 = Ā jx̄t + B̄ jut + f̄ j + ν̄νν t + s̄ j,t ,

Pxt ≤ p, P̄x̄t ≤ p̄,
Cixt +Diut +gi +ηηη t = C̄ jx̄t + D̄ jut + ḡ j + η̄ηη t + ri, j,t ,

ai, j,t ∈ {0,1}, ∑i∈Z+
m

∑ j∈Z+
m̄

ai, j,t = 1,

‖ηηη t‖ ≤ εη , ‖η̄ηη t‖ ≤ εη̄ , ‖ννν t‖ ≤ εν , ‖ν̄νν t‖ ≤ εν̄ , ‖ut‖ ≤U,

(ai, j,t ,sk
i,t) : SOS-1, (ai, j,t , s̄k

j,t) : SOS-1, (ai, j,t ,rl
i, j,t) : SOS-1,∥∥∥∥[ηηη t

ννν t

]
−
[
η̄ηη t
ν̄νν t

]∥∥∥∥≤ δ .

(PT )
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We refer to the above-mentioned problem as FeasT (G, Ḡ).

Proof. The proof follows essentially the same reasoning as the proof of Proposition
1, i.e., by showing the feasibility of Problem (1.7) is equivalent to Problem (PT ), and
is omitted for brevity. Note that the last constraint does not appear in (1.7). However,
this constraint clearly does not change the feasible set, therefore the feasibility of
(PT ) is necessary and sufficient for T -distinguishability.

The optimization formulation (PT ) in Theorem 1 enables us to solve the T -
distinguishability problem, i.e., to determine if the pair of models are sufficiently
different based on their length-T behaviors. If the pair of models is T -distinguishable,
then one of the two models is guaranteed to be invalidated by the model invalidation
approach, discussed in the previous section, by using only data from the most recent
T time steps.

1.5 Fault Detection and Isolation

In this section, we propose a tractable fault detection and isolation scheme for the
diagnosis of faults that satisfy the T -distinguishability property. The proposed fault
diagnosis scheme can handle multiple fault scenarios, and can be implemented in
real-time via model invalidation for a large class of applications.

1.5.1 Fault Detection

We are interested in developing a model-based tool for guaranteed fault detection,
i.e., one that can conclusively decide if a fault has occurred or not, given the nominal
system model and a set of potential fault models of interest for the system. To this
end, we show that the model invalidation framework we introduced in Section 1.3
with the right assumptions can naturally serve this purpose.

Our proposed fault detection approach is based on determining if the measured
input-output data over a horizon is compatible with the behavior of the nominal
model G, i.e., if the nominal model is valid or more precisely, not invalidated. Thus,
our fault detection approach consists simply of checking for the feasibility of the
model invalidation problem with the nominal model G, and equivalently, by check-
ing the feasibility of (PMI) with the nominal model G (by Proposition 1).

If the nominal model is invalidated, i.e., (PMI) is infeasible, then we know for
certain that a fault has occurred. However, the feasibility of (PMI) for the nominal
system does not imply that a fault did not occur. This is because a fault model Ḡ may
also have a similar behavior of some given length as the nominal model G. Thus, in
order to achieve guaranteed fault detection even in this case, we take advantage of
the assumed knowledge of the set of fault models.
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With a given set of fault models, in order to conclusively establish if the fault has
occurred or not, we need to find a long enough time horizon T such that the input-
output trajectory generated from the fault models Ḡ cannot be contained within
the length-T behavior of the nominal system model G. This coincides with the T -
distinguishability property that we defined in the previous section. In other words, if
we have a sufficiently long time horizon that guarantees T -distinguishability for the
system model and all the faults, we can implement model invalidation in a receding
horizon manner with this time horizon of size T with guarantees of fault detection
or that no fault has occurred. This is formalized in the next subsection, where the
multiple faults scenario is considered.

1.5.1.1 Multiple Faults Scenario

We consider the scenario when there are multiple possible faults, each described by
a different fault model. It is easy to verify that in order to conclusively determine
if any fault has occurred or not for this scenario, all pairs of nominal system and
fault models need to be T -distinguishable. Thus, for each of the N f fault models Ḡ j,
j ∈ Z+

N f
, we assume the following:

Assumption 1 (Detectability Assumption) We assume that for all j ∈ Z+
N f

, there

exists a finite Tj such that the pair of nominal system G and the fault model Ḡ j is
Tj-distinguishable. In addition, we assume that the faults are persistent, i.e., once
they occur, the system continues to evolve according to the fault dynamics.

Then, for guaranteed detection of all possible fault models, the following condi-
tion is necessary and sufficient:

Proposition 2 (T -Detectability for Multiple Faults). Consider N f fault models
that satisfy Assumption 1. Then, the existence of a fault can be detected in at most
T = max j Tj steps after the occurrence of a fault. We refer to such a set of faults as
T -detectable.

Proof. Under Assumption 1, and since T ≥ Tj, all pairs of nominal system model
and faults for all j ∈ Z+

N f
are T -distinguishable. This means that if any of the faults

occurs persistently, it will be detected by observing at most T samples from the time
of occurrence.

Now, if all pairs of system and fault models are T -distinguishable, then the pre-
viously discussed model invalidation based fault detection approach guarantees the
determination of the occurrence or non-occurrence of any fault in this set. In brief,
we check for the feasibility of the nominal system model, i.e., if the problem (PMI)
with the nominal model is infeasible, then a fault is detected. Otherwise, if (PMI) is
feasible, then we know for certain that no fault has occurred. Note, however, that
the detection of faults is not sufficient for uniquely determining which fault has
occurred, which is the subject of the next subsection.
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1.5.2 Fault Isolation

In addition to fault detection, i.e., to determine if a fault has occurred, it is also
important and of interest in many applications to uniquely determine which specific
fault has occurred, i.e., to isolate the source of faults. The ability to do this can in
turn save a significant amount of effort in accommodating the isolated fault. Hence,
we develop a model-based fault isolation approach in this subsection.

In particular, given the nominal system model and a set of potential fault models
of interest for the system, we wish to determine which fault model is validated or
rather, not invalidated, based on the measured input-output data. Thus, similar to
fault detection, our proposed fault isolation approach consists simply of checking
for the feasibility of the model invalidation problem with each fault model Ḡ, and
equivalently, by checking the feasibility of (PMI) with each of the fault models Ḡ
(by Proposition 1).

If all but one fault model is invalidated (i.e., (PMI) is infeasible for all fault mod-
els except for one), then we definitively know that that particular fault has occurred.
Therefore, in order to guarantee the isolation of a fault after it has occurred, we need
to find a sufficiently long time horizon T such that the input-output trajectory gen-
erated from all the fault models cannot be contained within the length-T behavior
of each other. With this sufficiently long time horizon T , we can then implement
model invalidation in a receding horizon manner with this time horizon of size T
for all fault models (can be executed in parallel) with guarantees of fault isolation.
Note that this fault isolation approach is similar to our receding horizon fault detec-
tion approach but with the fault models in place of the nominal system model. Next,
we formalize the notion of sufficiently long time horizon based on the previously
introduced property of T -distinguishability for the multiple faults scenario.

1.5.2.1 Multiple Faults Scenario

Let us consider N f fault models Ḡ j, j ∈ Z+
N f

that may occur for system model G. In
order to isolate a fault, e.g., identify which of the faults has occurred, it is straight-
forward to verify that all pairs of fault models need to be T -distinguishable, i.e., the
following assumption is necessary:

Assumption 2 (Isolability Assumption) We assume that for all m,n∈Z+
N f

, m 6= n,

there exists a finite Im,n such that Ḡm and Ḡn are Im,n-distinguishable.

Remark 2. This isolability assumption and the detectability assumption in Assump-
tion 1 are indeed relatively strong assumptions. However, they are necessary and suf-
ficient for providing guarantees for passive fault detection and isolation approaches
with a receding horizon. In fact, these “strong” assumptions are the reason that we
have also considered active fault diagnosis methods [28, 29], which, at the cost of
perturbing the desired input to the system, make fault diagnosis possible for a wider
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class of faults. Fortunately, as we show with examples in Section 1.7, these assump-
tions hold for many parametric fault scenarios in real-world applications.

Next, we provide a necessary and sufficient condition for guaranteed fault isola-
tion when there are multiple faults:

Proposition 3 (I-Isolability for Multiple Faults). Consider N f fault models that
satisfy Assumption 2. If a fault occurs, it can be isolated in at most I =maxm,n, m 6=n Im,n
steps after the occurrence. We refer to such a set of faults as I-isolable.

Proof. Under Assumption 2, and because I ≥ Im,n for all possible pairs of fault
models, all pairs of faults are I-distinguishable. Therefore, if any of the faults occur
persistently, by observing at most I samples, it will be isolated. This is because
the length-I behavior of the occurred fault does not have any intersection with the
length-I behavior of any of the other faults.

1.5.3 FDI Scheme

In this section, we combine the results from previous subsections to obtain a fault
detection and isolation (FDI) scheme, which consists of two steps:

1. Off-line step: In the off-line step, under Assumptions 1 and 2, we calculate the
following quantities:

Isolability index: I = max
m,n

Im,n, m,n ∈ Z+
N f
, m 6= n;

Isolability index for fault i: Ĩi = max
j∈Z+

Nf
, j 6=i

Ii, j;

Detectability index: T = max
j∈Z+

N f

Tj;

Length of memory: K = max{T, I}.

2. On-line step: In this step, we leverage N f + 1 parallel monitors corresponding
to system and fault models. The monitors are labeled as {M0,M1, . . . ,MN f },
whereM0 corresponds to the system model andMi corresponds to the i-th fault
model. First, onlyM0 is active for fault detection. The rest of the monitors stay
“off” until a fault is detected byM0. The inputs to each monitor at time t are the
input-output sequence of length Ki = max{Ĩi,Ti}, {uk,yk}t

k=t−Ki+1, and the cor-
responding model Ḡi. For instance,M0 knows G, and at each time step, it solves
the model invalidation problem, Feas({uk,yk}t

k=t−T+1, G). If the problem is
feasible, the monitor outputs 0, otherwise it outputs 1. In the latter case, the bank
of fault monitors is activated and parallelly solves the model invalidation prob-
lems for all fault models, i.e., to check ifM j solves Feas({uk,yk}t

k=t−K j+1, Ḡ j)

for each j ∈ Z+
N f

. By Assumptions 1 and 2, it is guaranteed that in this case,
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ut,yt

Memory

Feas({uk,yk}t
k=t≠T+1,G)

Offline step

Infeasible?

Feas({uk,yk}t
k=t≠K1+1, Ḡ1)

Feas({uk,yk}t
k=t≠K2+1, Ḡ2)

Feas({uk,yk}t
k=t≠KNf +1, ḠNf )

H, F

...

K

yes

no (F = ÿ)

F

H

Fault Detection Block

Fault Monitor Bank

Fig. 1.1 Flowchart of the proposed FDI scheme.

the problem of at most one monitor is feasible. The output block receives the
signal from all the monitors and shows two elements. The first element is 1 or
0, which indicates that a fault has occurred or not, respectively. The second ele-
ment is k f ∈ Z+

N f
if the fault matches k f -th fault model or 0 if the fault does not

match any of the fault models.

Such an FDI scheme is illustrated in Fig. 1.1. As we can see, at every time step
t, this FDI scheme acts as a function:

[H,F ] = ψ({uk,yk}t
k=t−K+1, G,{Ḡ j}

N f
j=1), (1.8)
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where H is either 0 or 1 to indicate healthy or faulty behaviors, and F either indi-
cates the fault model that is active or claims that none of the fault models matches
the faulty behavior.

1.5.4 Detection and Isolation Delays

Next, we describe the notion of delays in fault detection and isolation, and provide
theoretical bounds on these delays using the detectability and isolability indices.

Definition 6. (Detection/Isolation Delay) Detection/isolation delay is the number of
time samples it takes from the occurrence of the fault to its detection/isolation. We
denote detection and isolation delays with τT and τI , respectively.

Using the above definition and given a Ti-distinguishable pair of system and fault
model (G, Ḡi), the detection delay of the proposed fault detection scheme is then
bounded by Ti. In addition, the isolation delay of a pair of Ii, j-distinguishable fault
models (Ḡi, Ḡ j) is bounded by Ii, j.

Theorem 2. The detection delay for fault Ḡi using FDI scheme proposed in Section
1.5.3 is upper-bounded by Ti, and the isolation delay is upper-bounded by Ki =
max{Ĩi,Ti}.

Proof. Suppose fault i occurs at time t∗. The FDI approach implements model in-
validation with a time horizon size of T ≥ Ti. At the time t∗+Ti−1, the input-output
trajectory that is fed to the model invalidation contains a length Ti trajectory that is
in BTi(Ḡi). By Ti-distinguishability of Ḡi, this trajectory cannot be generated by G.
Therefore, the model is invalidated at most by observing Ti data points from fault
i. This concludes the proof for the upper bound on detection delay. For isolation,
the FDI approach requires detection before the isolation monitors are activated, and
in the worst case detection occurs in Ti steps. On the other hand, if we observe any
trajectory from t∗ to t∗+ Ĩi−1 that is generated by fault i, it is not in BĨi(Ḡ j), j 6= i.
This is because Ĩi≥ Ii, j, j 6= i. Hence, the fault is isolated with at most Ĩi observations
of the fault. Considering that the fault needs to be detected first, the isolation delay
is upper-bounded by Ki = max{Ĩi,Ti}. This concludes the proof.

1.6 Practical Considerations

In this section, we propose heuristics that can be leveraged to find T for T -
distinguishability more efficiently, to find a reliable measure for existence or non-
existence of such a T , and to reduce isolation delays.
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1.6.1 Finding T for T -distinguishability

The following issues are important in practice: (i) If there is a finite T , how can
one search for the smallest such T ? (ii) What happens if the systems are not T -
distinguishable? How can the non-existence of a finite T be verified and what can
be done in terms of fault detection in this case?

Consider two switched affine models. If the two models are not T -distinguishable
for a given T , i.e., the solution to (PT ) is feasible, the optimization formulation ad-
ditionally outputs the value δ̄ , which we argue is a good indication and measure for
the separability of two models. In essence, δ̄ can be interpreted as the noise effort
that is required to make the trajectories of the two models identical. A larger value
for δ̄ indicates a larger separation between the two models that the noise has to com-
pensate for. Hence, we refer to the normalized version of δ̄ as the distinguishability
index, given by

δ
∗ =

δ̄

δ max , (1.9)

where δ max .
= min{max{εη +εη̄ ,εν +εν̄},max{εη ,εν}+max{εη̄ ,εν̄}} is an upper

bound on δ̄ ; hence, 0≤ δ ∗ ≤ 1.
First, it is noteworthy that if the pair of models is T -distinguishable, then the

pair is also necessarily T+-distinguishable for any T+ ≥ T . So once the problem
(PT ) is infeasible for some T , it will remain infeasible for larger values of T . This
suggests that a smallest time horizon T may exist, which is very useful in terms
of computational complexity because the number of variables and constraints for
the formulation in (PMI) increases with the size of the time horizon. Hence, the
complexity of the solutions to the model invalidation problem grows with the length
of the input-output data sequence. To find the smallest T for which we have T -
distinguishability, one could use binary search starting from T = 1 until the smallest
T is obtained that makes the T -distinguishability problem in Theorem 1 infeasible.
The upper increments of the line search can also be guided by the value of the
distinguishability index δ ∗, to make larger increments in T when the problem is
feasible and δ ∗ is small for the current T .

On the other hand, not all pairs of models are T -distinguishable. Clearly, if the
models are identical, then no finite T exists, hence a finite T for T -distinguishability
can only be obtained for certain pairs of models. System theoretic conditions under
which a T exists are the subject of current research [22]. Nonetheless, we would like
to suggest that the trend of δ ∗ with increasing T can be used as a heuristic to deter-
mine when the iterations with increasing T can be terminated with some confidence
that a finite T does not exist. In particular, we propose to terminate the iterations
when the trend of δ ∗ with increasing T reaches a plateau. This is demonstrated to
be effective in a simulation example in Section 1.7.3. In addition, when this in-
dex does reach a (non-zero) plateau and the problem remains not T -distinguishable,
then this δ ∗plateau is also a useful parameter for the pair of models, which can be in-
terpreted as the maximum allowed uncertainty beyond which the behaviors of the
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pair of models are not distinguishable. This may suggest possible design remedies
involving the choice of sensors with better precision or the employment of noise iso-
lation platforms to reduce the amount of noise, in order to facilitate fault detection
and isolation.

In some practical examples, detectability and isolability of all faults cannot be
achieved by design, i.e., Assumptions 1 and 2 are not satisfied. In these cases, one
can still pick an arbitrary T for which online computation is tractable and apply the
FDI approach. Any infeasibility of the model invalidation problem for the nominal
model is still a certificate that the system has deviated from the nominal behavior and
a fault occurred, however some of the fault can remain undetected and unisolated
among the given fault models. Moreover, the FDI approach can be simply modified
such that F outputs either the set of faults that matches the data (because some fault
models may not be isolable) along with their corresponding ‘likelihoods’ in terms
of their distinguishability indices, or the empty set if none of the models matches
the data. Another aspect that is worth mentioning is the case of non-persistent, and
in particular, cascading faults. The proposed modeling framework can easily handle
such cascading faults if one defines a switched system model for the fault cascade
with possibly additional constraints on the switching signal as detailed in [22].

1.6.2 Adaptive Fault Isolation

The bound on isolation delays represents the worst case scenario, where the data
created by a fault model falls within the behavior of some other models up until
the very last time step. However, the worst case scenario is rarely encountered in
practice, where the faults can be isolated much prior to this bound. Here, in this
section, we propose an adaptive fault isolation scheme that may reduce isolation
delay, which is based on the idea of validation of only one of the fault models. Since
the data prior to the time of detection is likely to invalidate all the fault models
(in fact, this is guaranteed before the occurrence of a fault), we propose to reduce
isolation delays by using an adaptive receding horizon that considers only the data
starting from the detection time (fixed horizon lower bound) with increasing horizon
until only one fault model matches or validates the data. In practice, we can achieve
this by considering model invalidation for each of the fault models with the adaptive
receding horizon until only one fault model remains that matches the data.

Since we assumed that the fault is among the predefined set of models and is
persistent, it is guaranteed that the fault will be isolated with this approach. Such
an approach has the potential to significantly reduce isolation delays, as we have
observed in simulation in Section 1.7.2 (cf. Fig. 1.4 (bottom row)).
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1.7 Illustrative Examples

First, we demonstrate in Section 1.7.1 that our new formulations for model inval-
idation and T -distinguishability in Prop. 1 and Thm. 1, respectively, are compu-
tationally superior to the previous formulation in [16, 22]. Then, we illustrate the
performance of the proposed FDI scheme using a numerical model for the Heating,
Ventilating, and Air Conditioning (HVAC) system that is proposed in [30] in Sec-
tion 1.7.2. Moreover, we provide a numerical example in Section 1.7.3 to illustrate
the practical merits of the distinguishability index that was introduced in Section
1.4. All the simulations in this section are implemented on a 3.5 GHz machine with
32 GB of memory that runs Ubuntu. For the implementation of the MILP feasibility
check problems, we utilized YALMIP [31] and Gurobi [26]. All the approaches and
examples are implemented in MATLAB.

1.7.1 Run-Time Comparison

In this section, we compare the run-time for the formulations proposed in this paper
with the one in [22]. Consider a hidden-mode switched affine model, G, with ad-
missible sets X = {x | ‖x‖ ≤ 11}, U = {u | ‖u‖ ≤ 1000} and E = {ηηη | ‖ηηη‖ ≤ 0.1}.
We assume there is no process noise. We also assume B = [1 0 1]ᵀ and C = [1 1 1]
for all modes. The system matrices of the modes are:

A1=

 0.5 0.5 0.5
0.1 −0.2 0.5
−0.4 0.6 0.2

, f1=

1
0
0

, A2=

 0.5 0.5 0.5
−0.3 −0.2 0.3
0.1 −0.3 −0.5

, f2=

0
1
0

,
A3=

 0.5 0.2 0.6
0.2 −0.2 0.2
−0.9 0.7 0.1

, f3=

0
0
1

.
In addition, consider a fault model, G f , with:

A f =

 0.8 0.7 0.6
0.1 −0.2 0.3
−0.4 0.3 −0.2

, B f =

1
0
0

, f f =

1
1
1

 .
The implementation of the T -distinguishability approach proves that the system

and fault model pairs is 12-distinguishable. We first randomly generate input-output
trajectories (5 for each time horizon length) from G f . We then compare the model
invalidation approaches that use the proposed formulation in Prop. 1 and the one
in [16, 22]. The average run-time for each time horizon length as well as the stan-
dard deviation of run-times for both formulations are illustrated in Fig. 1.2. Clearly,
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the results indicate the superiority of the proposed formulation to the one in [16,22].
Similar improvements were also observed for the proposed T -distinguishability for-
mulation in Thm. 1 when compared to [16, 22] (plots are omitted for brevity).
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Fig. 1.2 Average execution time (with standard deviations) for invalidating data generated by G f

with various time horizons.

1.7.2 Fault Diagnosis in HVAC Systems

In [30], a single-zone HVAC system in cooling mode (cf. schematic in Fig. 1.3) is
considered. This HVAC system is represented by a non-linear model as follows: ṪT S

ẆT S
ṪSA

=

 − f
Vs

h f g f
CpVs

f
Vs

0 − f
Vs

0
0.75 f

Vhe
−0.75 f hw

CpVhe
− f

Vhe


TT S

WT S
TSA



+


− h f g f

CpVs
Ws +

4
CpVs

(Qo−h f gMo)
f

Vs
Ws +

Mo
ρVs

f
4Vhe

(To− hw
Cp

Wo)+
f hw

CpVhe
Ws−6000 gpm

ρCpVhe

 ,

(1.10)

where f , gpm, Mo and Qo are time varying parameters. The parameters of the model
are defined in Table 1.1.

We leverage an augmented state-space model with additional states Q0 and M0
that is obtained in [30]. To further simplify the model, we assume that the fan is
always turned on and the flow rate is fixed at 17000 ft3/min and the chiller pump is
either “off” or “on” with a fixed flow rate of 58 gal/min. These assumptions along



1 Passive Diagnosis with Detection Guarantees via Model Invalidation 19

Fig. 1.3 Schematic of a single-zone HVAC system.

Table 1.1 Parameters of the model
Parameter Description Value
hw Enthalpy of liquid water 180 (Btu/lb)
h f g Enthalpy of water vapor 1078.25 (Btu/lb)
Wo Humidity ratio of outdoor air 0.018 (lb/lb)
Ws Humidity ratio of supply air 0.007 (lb/lb)
WT S Humidity ratio of thermal space state variable
Cp Specific heat of air 0.24 (Btu/lb.◦F)
To Temperature of outdoor air 85 (◦F)
TSA Temperature of supply air state variable (◦F)
TT S Temperature of thermal space state variable (◦F)
Vs Volume of thermal space 58464 (ft3)
Vhe Volume of heat exchange space 60.75 (ft3)
Mo Moisture load [150 180] (lb/hr)
Qo Sensible heat load [289800 289950] (Btu/hr)
ρ Air mass density 0.074 (lb/ft3)
f Volumetric flow rate of air 17000 (ft3/min)
gpm Flow rate of chilled water {0,58} (gal/min)

with a discretization with a sampling time of 5 minutes convert the nonlinear system
(1.10) to a switched affine model parameterized by
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A1 = A2 =


0.98 229.63 0.001 0 −0.0035

0 0.94 0 0 0
0.74 −360.61 0.0008 0 −0.0030

0 0 0 1 0
0 0 0 0 1

, f2=


0.3886
0.0001
−22.576

0
0

,

C1 =C2 =

(
1 0 0 0 0
0 1 0 0 0

)
, f1 = 0,

where the system evolves according to the following continuous dynamics in mode
i:

xt+1 = Aixt + fi +vt ,

yt =Ci(xt +xe)+ηηη t , xe =
[
71 0.0092 55 289897.52 166.06

]ᵀ
.

(1.11)

The states in the SWA model represent the deviation of TT S, WT S, TSA, Q0
and M0 from their equilibria, xe. In addition, the HVAC model is represented by
GH = (X ,E ,U ,{Gi}2

i=1), where X = {x | [−100 − 0.05 − 50 − 75 − 15]ᵀ ≤ x ≤
[100 0.05 50 75 15]ᵀ}, E = {ηηη | |ηηη | ≤ [0.2 0.002]ᵀ} and U = /0. The last two bounds
on the states are for the augmented states, which are assumed to stay within a small
range of their equilibria. The first mode corresponds to chiller being “on” and the
second mode represents the model when it is “off”. The controller keeps the tem-
perature in the comfort zone of 65–75◦F by turning the chiller on and off. Control
signals are not observed by the FDI scheme.

We consider three fault models3:

1. Faulty fan: The fan rotates at half of its nominal speed.
2. Faulty chiller water pump: The pump is stuck and spins at half of its nominal

speed.
3. Faulty humidity sensor: The humidity measurements are biased by an amount

of +0.005.

For these fault models, the proposed approach for T -distinguishability and I-
isolability gives us the following results:

Table 1.2 Detectability and Isolability Indices

T1 = 4 T2 = 16 T3 = 8 I1,2 = 4 I1,3 = 4 I2,3 = 16

Next, we consider 3 fault scenarios, where for each scenario i (i ∈ {1,2,3}), we
generate data from the nominal system for four hours and from fault i afterwards.
The times at which the faults occur and their detection times, as well as the upper
bounds on isolation delays are indicated in Fig. 1.4 (top and middle rows), which
show the output trajectories for each scenario. Furthermore, we plot in Fig. 1.4 (bot-
tom row) the detection and isolation signals for all three faults to show that only the

3 These faults can also be consequences of cyber or physical attacks. For instance, the bias in the
humidity sensor can be a result of a false data injection attack (a common form of cyberattack).
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Fig. 1.4 The outputs (top two rows) of 3 fault scenarios; Detection, isolation and adaptive isolation
signals for all faults (bottom row). Flag i is non-zero when the model invalidation problem asso-
ciated with fault i using the adaptive horizon length is validated. Adaptive isolation occurs when
only one Flag is non-zero.

occurred fault is isolated in all scenarios before their upper bounds are exceeded,
and that the proposed adaptive isolation scheme reduces the isolation delay, as de-
sired.

Moreover, to illustrate the practical use of the distinguishability index, δ ∗, in
Fig. 1.5, we plotted the growth trend of the distinguishability index δ ∗ as the time
horizon increases for T -distinguishability of fault 3 and I-isolability of faults 2 and
3. The plot shows that the distinguishability index we introduced does indeed deliver
a nice measure of how far two models are from detectability or isolability, and at
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the same time, it allows us to estimate the size of time horizon, T or I, to achieve
T -distinguishability or I-Isolability.

5 10 15
0

0.5

1

Fig. 1.5 Increase in the detectability index for fault 3, T3, and the isolability index for faults 2 and
3, I2,3, in the HVAC example.

1.7.3 Distinguishability Index and System Uncertainty

The distinguishability index, δ ∗, does not always achieve the final value of 1 as in the
previous example, especially when the models are not distinguishable or isolable.
To demonstrate this, we consider two synthetic SWA models G and Ḡ subject to
measurement and process noise, given by

G :



A1 =

0.1 0 0.1
0 0.1 0.2

0.2 0.12 0

 , A2 =

 0 0 0.15
0.1 0 0
0.1 0.12 0.1

 ,

C1 =C2 = I, f1 =

0.5
0.2
1

 , f2 =

 1
0

0.5

 ,

Ḡ :



Ā1 =

0.1 0 0.1
0 0.1 0.2

0.2 0.1 0

 , Ā2 =

 0 0 0.1
0.1 0 0
0.1 0.1 0.1

 ,

C̄1 = C̄2 = I, f̄1 =

0.3
0

0.9

 , f̄2 =

0.8
0.2
0.3

 ,

(1.12)

where the rest of the parameters are zero. The bounds on the process and measure-
ment noise are set to be 0.2 and 0.25, respectively. Fig. 1.6 depicts the change of the
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distinguishability index with increasing T . We observe that the distinguishability in-
dex increases nonlinearly and reaches a plateau at a value of δ ∗plateau = 0.7581 < 1.
In this case, the distinguishability index δ ∗ provides a practical indication that these
two models are very unlikely to be isolable for any finite I.

5 10 15
0

0.5

1

Fig. 1.6 Nonlinear increase of the distinguishability index with a plateau at around T = 5, for the
numerical example described by (1.12).

In addition, for the process and measurement noise with bounds 0.2 and 0.25, we
can compute δ max = 0.5; hence, we can correspondingly calculate δ̄plateau = 0.379
using δ ∗plateau = 0.7581 and (1.9). Note that δ̄plateau represents the uncertainty effort
to make the outputs of the two models identical. If Problem (PT ) is feasible with a
minimum of δ̄plateau for some given process and measurement noise bounds, then
the distinguishability index plot will have a plateau as shown in Fig. 1.6. In fact, any
bigger noise bounds will yield such as plateau. On the other hand, any smaller noise
bounds will make Problem (PT ) infeasible, and the two models are then guaranteed
to be T -distinguishable for some finite T , and the distinguishability index plot will
reach its maximum at time T −1. Therefore, if we can redesign the system such that
with the new noise bounds we have:

δ̄ < δ̄plateau = 0.379,

then we can be sure that these faults are isolable. For instance, if we can reduce
the process and measurement noise bounds to 0.18, the minimum of Problem (PT ))
will be obtained at δ̄ = 0.36. In this case, since δ̄ < δ̄plateau, the two models in
(1.12) are found to be 6-distinguishable. The growth trend of the corresponding
distinguishability index with these new noise bounds is plotted in Fig. 1.7.

Thus, this example illustrates that the distinguishability index can also be ex-
ploited to derive the maximum allowed uncertainty for a system such that certain
faults are guaranteed to be detectable or isolable. In turn, this suggests possible mea-
sures for ensuring fault detection and isolation through the reduction of noise levels,
either with a better choice of sensors or with the use of noise isolation platforms.
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Fig. 1.7 Distinguishability index with redesigned system (1.12) with noise bounds at 0.18.

1.8 Conclusion

In this paper, we considered the FDI problem for switched affine models using a
model invalidation approach. First, we proposed new model invalidation and T -
distinguishability formulations using SOS-1 constraints, that are demonstrated to be
computationally more efficient and do not require a complicated change of variables.
Further, we introduced a distinguishability index as a measure of separation between
models and showed that this index is also a practical tool for finding the smallest
receding time horizon that is needed for fault detection and isolation, as well as for
recommending system design changes for ensuring fault detection and isolation.

Moreover, we introduced a fault detection and isolation scheme for switched
affine models, which guarantees the detection and isolation of faults when certain
conditions are met. The scheme is built upon an optimization-based method, which
formulates the fault-detection and isolation as MILP feasibility check and optimiza-
tion problems. The detection and isolation monitors can be implemented indepen-
dently on several processing units, hence it can be efficiently implemented for a
large number of faults. Moreover, we introduced adaptive time horizons in order to
isolate faults faster. Finally, we illustrated the efficiency of the proposed approaches
with several examples, including with an HVAC system model that is equipped with
our FDI scheme.

As future work, we are interested to find system theoretic upper bounds on the
time horizon T or I such that the incremental search for the smallest T or I can be
efficiently terminated with some formal guarantees.
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